Deploying Video on Demand PoC Demo on
Oracle Container Engine for Kubernetes

This tutorial explains how to deploy Video-on-Demand PoC demo on Oracle Container Engine
for Kubernetes on Ampere Altra Platform with OCI (Oracle Cloud Infrastructure) services.
Estimated time to complete this tutorial: 30 minutes.

Overview

Ampere is pleased to showcase open-source Video-on-Demand services using Kubernetes, to
exhibit the cloud native characteristics of the Ampere Al instance on OCI for video services:

OKE - Oracle Container Engine for Kubernetes as certified Kubernetes distribution with
add-on functions and services.

o Choose 3 worker nodes in a cluster as the minimum requirement for high
availability (HA).

OCI Block Volume Service - a Block Storage, which is the key element for keeping
metadata, videos (mp4, mov, or avi), and subtitles (e.g., WebVTT, etc.) to generate
playlists & segment files for VOD services.

OClI Load Balancer - An OSI layer 4 (TCP) and layer 7 (HTTP) proxy, which supports
features such as SSL termination and advanced HTTP routing policies. It provides the
utmost flexibility, with responsive scaling up and down. You choose a custom minimum
bandwidth and an optional maximum bandwidth, both between 10 Mbps and 8,000
Mbps.

OCI Object Storage Service - An internet-scale, high performance storage platform which
offers reliable and cost-efficient data durability. It provides the following resources:

o Buckets - The logical containers for storing objects in compartments within an
Object Storage namespace. A bucket is associated with a single compartment
and polices that indicate what actions the users can perform on a bucket and all
objects inside.

o Objects - Any type of data, regardless of content types, is stored as an object.
Each object is stored in a bucket.

o Pre-Authenticated Requests - Provide a way to let users access a bucket or an
object without having their own credentials. Users continue to have access to
the bucket or object as long as the creator of the request has permission to
access them. When you create pre-authenticated request (PAR), a unique URL is
generated. Anyone who has the URL can access the Object Storage resources
identified in the PAR, with the standard HTTP tools like curl and wget.



e Oracle DNS Management - A distributed internet system that maps human-readable
names to IP addresses.
e 2Pods-
o nginx-vod-module-container - An NGINX based container with VOD module as
the backend for streaming video
o nginx-hello-container - An NGINX Webserver container as the YouTube-like
front-end HTML pages

Prerequisites

e Create an OKE cluster with 3 Ampere Al instances as worker nodes by following the
instructions via the link below:
o Get started with Arm-based Kubernetes clusters in Oracle Cloud Infrastructure

e The OClI cli and kubectl executable files on your laptop or workstation

o OCICLE

## macOS
$ brew update && brew install oci-cli.

## Unix / Linux
$ bash -c "$(curl -L https://raw.githubusercontent.com/oracle/oci-
cli/master/scripts/install/install.sh)"

o kubectl version 1.23.x or later (https://kubernetes.io/docs/tasks/tools/ )

# For Linux user (Arm64 or x86-64)

$ curl -LO "https://dl.k8s.io/release/v1.23.6/bin/linux/armé64/kubectl”
or

$ curl -LO "https://dl.k8s.io/release/v1.23.6/bin/linux/amd64/kubectl”

# For windows user
$ curl -LO "https://dl.k8s.io/release/v1.23.6/bin/windows/amd64/kubectl.exe"

# For Mac user (x86 or Apple Silicon)

$ curl -LO "https://dl.k8s.io/release/v1.23.6/bin/darwin/amd64/kubectl"
or

$ curl -LO "https://dl.k8s.io/release/v1.23.6/bin/darwin/armé4/kubectl"

## Make the kubectl binary executable
$ chmod +x kubectl

## Move the kubectl binary to a file location on your system PATH
$ sudo mv ./kubectl /usr/local/bin/kubectl
$ sudo chown root: /usr/local/bin/kubectl

## Verify the binary to ensure the version you installed is 1.23.6
$ kubectl version --client


https://docs.oracle.com/en/learn/arm_oke_cluster_oci/index.html#create-an-arm-based-kubernetes-cluster
https://docs.oracle.com/en-us/iaas/Content/API/SDKDocs/cliinstall.ht
https://kubernetes.io/docs/tasks/tools/

Network Overview of OCI OKE on Ampere Al instances
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IV Instructions

The following are the step-by-step instructions to deploy Video on Demand PoC demo on OCI
OKE cluster:

1. Login to OCl with oci-cli

$ oci session authenticate

2. Login to Oracle Cloud Infrastructure on the browser, then click “OKE Containers - Clusters
- Cluster details - Access Cluster.” This will show the full command to get kubeconfig



Access Your Cluster

Cloud Shell Access Local Access

Use Kubectl to manage the cluster remotely via Use kubectl and the Kubernetes Dashboard to man-
Cloud Shell. age the cluster Locally.

Manage the cluster via Cloud Shell.

o Launch Cloud Shell

o To access the kubeconfig for your cluster via the VCN-Native public endpoint, copy the following command:

$ oci ce cluster create-kubeconfig --cluster-id ocidl.cluster.ocl.us-sanjose-1. (I (o
--file $HOME/.kube/config --region us-sanjose-1 --token-vers

ion 2.8.8 --kube-endpoint PUBLIC_ENDPOINT

Learn more about Gloud Shell

Close

Figure A-2
3. Obtain kubeconfig with oci-cli

$ oci ce cluster create-kubeconfig --cluster-id \
ocidl.cluster.ocl.us-sanjose-1.[token] \

--file $HOME/.kube/config --region us-sanjose-1 --token-version 2.0.0 \
--kube-endpoint PUBLIC_ENDPOINT

4. Save the file as “config” under .kube in your home directory and run “kubect| get nodes” for
a quick test

$ kubectl get nodes

NAME STATUS ROLES AGE VERSION
10.0.10.179 Ready node 68d vl.23.4
10.0.10.250 Ready node 68d v1.23.4
10.0.10.88 Ready node 68d v1.23.4

5. Obtain the source code from the GitHub repositories:
e https://github.com/AmpereComputing/nginx-hello-container
e https://github.com/AmpereComputing/nginx-vod-module-container

$ git clone https://github.com/AmpereComputing/nginx-hello-container
$ git clone https://github.com/AmpereComputing/nginx-vod-module-container

6. Deploy NGINX web server container in StatefulSet with PVC template, service, and ingress

S kubectl -n vod-poc create -f nginx-hello/OCI-OKE/nginx-front-app.yaml

7. Deploy NGINX VOD container in StatefulSet with PVC template, service, and ingress

S kubectl -n vod-poc create -f nginx-vod-module-container/OCI-OKE/nginx-vod-app.yaml

8. Get the deployment status


https://github.com/AmpereComputing/nginx-hello-container
https://github.com/AmpereComputing/nginx-vod-module-container

$ kubectl get pvc -n vod-poc

NAME STATUS
CAPACITY ACCESS MODES STORAGECLASS AGE
nginx-front-app-pvc-nginx-front-app-@ Bound
alf3c8a2bo88 100Gi RWO oci-bv
nginx-front-app-pvc-nginx-front-app-1  Bound
40be31blb7f0 100Gi RWO oci-bv
nginx-front-app-pvc-nginx-front-app-2 Bound
ef14d37190c7  100Gi RWO oci-bv
nginx-vod-app-pvc-nginx-vod-app-0 Bound
4dof724cdaaa  100Gi RWO oci-bv
nginx-vod-app-pvc-nginx-vod-app-1 Bound
fb393a0dbo51  100Gi RWO oci-bv
nginx-vod-app-pvc-nginx-vod-app-2 Bound
83d515915196 100Gi RWO oci-bv
$ kubectl get statefulset -n vod-poc

NAME READY AGE

nginx-front-app 3/3 im

nginx-vod-app 3/3 im

$ kubectl get pod -n vod-poc

NAME READY STATUS RESTARTS
nginx-front-app-0 1/1 Running ©
nginx-front-app-1 1/1 Running ©
nginx-front-app-2 1/1 Running ©
nginx-vod-app-0 1/1 Running ©
nginx-vod-app-1 1/1 Running ©
nginx-vod-app-2 1/1 Running ©

$ kubectl get service -n vod-poc

NAME TYPE CLUSTER-IP

nginx-front-app-svc LoadBalancer 10.96.165.77
nginx-vod-app-svc LoadBalancer 10.96.106.50

VOLUME

csi-8c3cP66a-3adc-48dd-8eal-

im

csi-s9b2422b-6878-4a78-a20a-

im

csi-t4b77b08-ae81-4342-8bb4-

im

csi-4912eea5-da94-471e-b720-

im

csi-37c6d642-3502-414f-b37e-

im

csi-29fac236-59a1-44d2-a395-

AGE
im

30s
10s
im

30s
10s

EXTERNAL-IP
192.9.146.135
192.18.139.9

im

PORT(S) AGE
80:32538/TCP  1m
80:30401/TCP  1m

9. Get the external IP addresses for the load balancers of nginx-vod-app-svc and nginx-front-

app-svc

$ kubectl get service | grep -i vod-app | awk '{print $4}'

192.18.139.9

$ kubectl get service | grep -i front-app | awk '{print $4}'

192.9.146.135

10. Under “Oracle main page - Networking - DNS Management” click “Create Zone” for

oke.amperedemo.site
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a. This demo needs 2 DNS A records under oke.amperedemo.site zone

Name Record Type TTL IP Address
demo.oke.amperedemo.site A 10 minutes 192.9.146.135
vod.oke.amperedemo.site A 10 minutes 192.18.139.9

b. Once the zone is active, click “Records” tab on the resources section, and click “Add
Record” for adding A record, then select “A - IPv4 Address” on Record Type and fill in
the information above



Add Record

Record Type
l A - IPv4 Address

<«

Host record, used to point a hostname to an IPv4 address.

Name Optional
| demo ‘ .oke.amperedemo.site

TTL TTL Unit

o = e

= :l

Address
l 192.9.146.135 l

["] Add Another Record

em -

Figure A-4

Add Record

Record Type
{A-lmm o

Host record, used to point a hostname to an IPv4 address.
Name Optional
[ vod ‘.ukﬂ.mm

TIL TTL Unit

£ == £ 6

Rdata Mode
R J

Address
[ 192.18.139.9 |

(] Add Another Record

Figure A-5



c. Wait for 10 minutes, then verify the DNS records by dig with the name server 1.1.1.1

$ dig demo.oke.amperedemo.site @1.1.1.1

; <<>> DiG 9.10.6 <<>> demo.oke.amperedemo.site @1.1.1.1

;5 global options: +cmd

;5 Got answer:

;5 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 19533

;5 flags: gr rd ra ad; QUERY: 1, ANSWER: 1, AUTHORITY: ©, ADDITIONAL: 1

55 OPT PSEUDOSECTION:

; EDNS: version: @0, flags:; udp: 1232
55 QUESTION SECTION:
;demo.oke.amperedemo.site. 1IN A

;; ANSWER SECTION:
demo.oke.amperedemo.site. 600 IN A 192.9.146.135

;5 Query time: 202 msec

55 SERVER: 1.1.1.1#53(1.1.1.1)

5> WHEN: Thu Oct 06 16:28:37 PDT 2022
;3 MSG SIZE rcvd: 69

$ dig vod.oke.amperedemo.site @1.1.1.1

; <<>> DiG 9.10.6 <<>> vod.oke.amperedemo.site @1.1.1.1

;5 global options: +cmd

;5 Got answer:

;5 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 14636

;5 flags: gr rd ra ad; QUERY: 1, ANSWER: 1, AUTHORITY: ©, ADDITIONAL: 1

55 OPT PSEUDOSECTION:

; EDNS: version: @0, flags:; udp: 1232
55 QUESTION SECTION:
;vod.oke.amperedemo.site. 1IN A

;; ANSWER SECTION:
vod.oke.amperedemo.site. 600 IN A 192.18.139.9

;5 Query time: 164 msec

;5 SERVER: 1.1.1.1#53(1.1.1.1)

;> WHEN: Thu Oct 06 16:29:15 PDT 2022
;3 MSG SIZE rcvd: 68

11. Afterwards, we need to apply the deployment bundle to each PoC demo pod on OKE.
a. Under “Oracle main page - storage - buckets” click “Create Bucket” button to create a
new bucket for the VOD bundle files



b.

C.

Search resources, services, documentation, and Ma

Create Bucket Help

Bucket Name

bucket-20221006-1549

Default Storage Tier

O Standard

) Archive

The defavlt storage tier for a bucket can only be specified during creation. Once set, you cannot change the storage tier in which a bucket resides.
Learn more about storage tiers

|| Enable Auto-Tiering
Automatically move infrequently accessed objects from the Standard tier to less expensive storage. Learn more

[ ] Enable Object Versioning
Craata an object varsion when a naw object is uploadad, an existing object is overwritten, or when an object is dalsted. Learn more

] Emit Object Events
Creats automation based on object state changes using the Events Service.

"] Uncommitted Multipart Uploads Cleanup
Greate a lifecycle rule to automatically delete uncommitted muitipart uploads clder than 7 days. Learn more

Encryption
© Encrypt using Oracle managed keys
Leaves all encryption-related matters to Oracle.

() Encrypt using customer-managed keys
Requires a valid key from a vault that you have access to. Learn more

Tags
Optional tags to organize and track resources in your tenancy. How do | use tags?

Tag Namespace Tag Key Tag Value

None (add a free-form tag) C| | | | ‘ *

‘ + Another Tag |

Cancel
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Once the bucket is created, click the link of the name of the newly created bucket
Then click “Objects” tab on the “Resources” section on the left side, and click the
“Upload” button to upload the bundle files to the bucket on OCI Object storage
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Ghoose Files from your Computer
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Once the files are uploaded, make a Pre-Authenticated Request (PAR) by clicking “Pre-
Authenticated Requests" under “Resources” then click the button “Create Pre-
Authenticated Request”

= ORACLE Cloud

Search resources, services, documentation, and Marketplace

Created: Wed, Jul 6, 2022, 04:22:58 UTC

ETag: 2b148821-8bec-4566-9ea0- 181casalbacg Auto-Tiering: ® Disabled Ecit (1)

OOI: .. miZucapa Show Copy Emit Object Events: ® Disabled Edit (1)
Object Versioning: @ Disabled Edit (i)

Usage

Approximate Object Gount: 4 objects (1)

Approximate Size: 1.36 GIB (1)

Uncommitted Multipart Uploads Gount: O uploads ()

Uncommitted Multipart Uploads Approximate Size: 0 bytes (i)

Resources Pre-Authenticated Req uests
Objects
Metrics T I
Target Object Name/Prefix Access Type Expiration
Requests I
-y Active Bucket - Permit object reads Tue, Sep 27, 2022, 20:13:34 UTG
Work Requests i 313 * ) sep
Litecycle Policy Rules r-¢ ¥ b
i ¥ :?rs:blw[ 20220705 @ Expired Object video-demo.zip Permit object reads ‘Wed, Jul 13, 2022, 04:50:07 UTC
Repiication Policy |
. |
Retention Rules :?:: Dieck 20220703 ® Expired Odject  hello-demo.toz Permit object reads Wed, Jul 13, 2022, 04:27:58 UTG @
Uncommitted Multipart Uplaads e
Showing 3ltems ¢ 1of om
Logs
Figure A-8

Choose “Permit object reads” and “Enable Object Listing” then click the button of
“Create Pre-Authenticated Request” to generate a new PAR for you accessing the
bucket



Create Pre-Authenticated Request

Name

par-bucket-20220920-1330

Pre-Authenticated Request Target

Bucket Object

Create a pre-authenticated request Create a pre-authenticated request
that applies to all objects in the bucket. that applies to a specific object.
v

Access Type
© Permit object reads

Permit object writes

Permit object reads and writes

Enable Object Listing
Let users list the objects in the bucket.

Expiration

Sep 27, 2022 20:30 UTC

Create Pre-Authenticated Request Cancel
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Help
Objects with prefix
Create a pre-authenticated request that
applies 1o all objects with a specific
prefix.
=

It will pop up a dialog for the details of Pre-Authenticated Request (PAR) URL. Copy the

PAR URL (like https://objectstorage.us-[region]-
1.oraclecloud.com/p/[token1]/n/[token2]/b/[bucket_n

ame]/o/)for the next step

Pre-Authenticated Request Details

Name Read-Only

par-bucket-20220920-1330)

Pre-Authenticated Request URL Read-Only

https://objectstorage.us-sanjose-1.oraclecloud.com/p/Y0D-ulhAZmJpuQRAS D 0

Copy this URL for your records. It will not be shown again.

Close

Figure A-10



g. Use the command below to test the PAR URL (like https://objectstorage.us-[region]-
1.oraclecloud.com/p/[token1]/n/[token2]/b/[bucket_name]/o/) from step 11.f on your
laptop or workstation

$ curl -X GET [the PAR link]

### The expected result like this in JSON-->
{"objects":[{"name":"Ampere-
SC_reel.tgz"},{"name":"CloudNative_Aa.tgz"},{"name":"nginx-front-
demo.tgz"},{"name":"video-demo.zip"}]}%

h. Run the command below to execute shell of “nginx-front-app-0” pod, then the console
is ready, execute the following commands with the newly generated Pre-Authenticated
Request

$ kubectl exec -it nginx-front-app-© -- sh

/ # cd /usr/share/nginx/html/

/usr/share/nginx/html # wget [the PAR link]nginx-front-demo.tgz
/usr/share/nginx/html # tar zxvf nginx-front-demo.tgz
/usr/share/nginx/html # mv nginx-front-demo/* .
/usr/share/nginx/html # rm -rf nginx-front-demo

i. Continuing the console, we need to update the URLs with the domain name,
vod.oke.amperedemo.site, in each video player HTML files from Step 10

/usr/share/nginx/html # sed -i "s,http://\[vod-
demo\]/,http://vod.oke.amperedemo.site/,g" *.html
/usr/share/nginx/html # sed -i "s,Pytorch,PyTorch,g" *.html
/usr/share/nginx/html # exit

j. Thenrepeat 11.f - 11.i for the other 2 pods, nginx-front-app-1 and nginx-front-app-2
k. Run the command below to execute shell of “nginx-vod-app-0” pod, then the VOD
container console is ready, execute the following commands

$ kubectl exec -it nginx-vod-app-© -- sh
/ # cd /opt/static/videos/
/opt/static/videos # wget [the PAR link]vod-demo.tgz

/opt/static/videos # tar zxvf vod-demo.tgz
/opt/static/videos # mv vod-demo/* .

/opt/static/videos # rm -rf vod-demo

/opt/static/videos # sed -i "s,Pytorch,PyTorch,g" *.vtt
/opt/static/videos # exit

I. Then repeat 11.k for the other VOD pods, nginx-vod-app-1 and nginx-vod-app-2
m. The VOD PoC demo is ready for testing

12. Open a browser with the link http://demo.oke.amperedemo.site/

13. Access the pods of nginx-front-app via a browser to test the VOD PoC demo
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14. By clicking one of tiles, the browser will bring the HTML5 video player for streaming video
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