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Overview

This tutorial guide describes the steps to deploy Red Hat OpenShift Container Platform 4.11 on Single Node for edge computing
workloads by Assisted Installer on Ampere® Altra® platforms. The steps to install Rook Ceph Operator for block storage are also
described. This tutorial takes one hour to complete.

The hype around Edge Computing is growing as edge workloads and use cases appearing in many locations, technical requirements, and
smaller physical footprints. The cloud native way to developing and deploying applications is increasingly being adopted in the edge
computing territory.

At Ampere, we observe the trend of infrastructure providers and application owners wanting a consistent workload life cycle and
predictable performance across the business. The Ampere Altra processor family provides the following values for edge workloads:

e High core counts in single socket processor.

e Predictability for less jitter and lower latency while protecting against noisy neighbor effects in the processor.

e Linear Scalability to maximize heavily loaded server performance such as CDN Edge appliance.

e The most sustainable, low power architecture for power sensitive edge locations and more efficient data centers.
e Scale-out computational horsepower with optimized video codecs for high performance video transcoding.

Prerequisites

e A DNS service like bind (named) runs on the bastion node.

Setup Instructions

Deploying OpenShift 4.11

Following is a step-by-step guide for installing OpenShift Container Platform 4.11 with Assisted Installer on the Ampere Altra Platform.

1. Login to http://cloud.redhat.com, click OpenShift, and then click Data Center for Bare Metal(Arm64) and Create Cluster for a new
cluster.

2. Click the Assisted Installer icon.

(t2)

3. Provide the domain name, cluster name, and IP addresses for the target node for the cluster details. In this example, we choose the
static IP address.
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a) In this tutorial, a local DNS is used for managing domain names under ocp4.ampere and uses sno as the cluster/node name.

Clusters » Assisted Clusters > New cluster

Install OpenShift with the Assisted Installer

@ cCluster details Cluster details

2 Host discovery Cluster name *

3 Storage &no &

4 Networking

Base domain *

5 Review and create
ocpd.ampere

All DNS records must be subdomains of this base and include the cluster name. This cannot be changed after
cluster installation. The full cluster address will be:
sno.ocpd.ampere

OpenShift version *

OpenShift 411.0 -

Install single node OpenShift (SNO)
SNO enables you to install OpenShift using only one host.

ﬂ Limitations for using Single Node OpenShift
» |nstalling SNO will result in a non-highly available OpenShift deployment.

| Edit pull secret @

Use arm64 CPU architecture @
Make sure all the hosts are using arm&4 CPU architecture.
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b) Enter the static IP address range, default gateway, and DNS.

[y Clusterdetais Static network configurations
o Static network configurations Metwork configuration can be done using either the form view or YAML view, Configurations done in this step are for discovering hasts.
Metwork-wide configurations Configure via: ® Formview O YAML view
Host specific configurations Network-wide configurations

The following configurations are applicable to all the hosts.
3 Host discovery

4 Storage

9 {4 Ifyou edit the values and click Mext, the earlier configurations will be replaced with the new values for all of the hosts.
5 Metworking
Internet protocel version

& Review and create

IPva -
[] Use VLAN @

IPvd

Machine Network * (@

19216810 / 24
(192168.1.0 - 1921681.255)

Default gateway * @

19216811

DNS *

192.168.1.9

Back | Cancel

c) Enter the MAC address and assigned IP address on the Internet-access NIC on the target node.

Install ©penShift with the Assisted Installer

1 Cluniter detils Static netwaork configurations.
[ R I T
Nistmork: ke corllomrations [Sra— ® Foemsworm LR
T — v Hesl
AL s~

BT STk

I g (]
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d) Click Add host in Step 3 Host discovery.

Install OpenShift with the Assisted Installer

1 Cluster detais Host discovery

2 Suatic network configurations »
o Haost discovery
Irstall OpenShift Virtualization &
St
4 Sorage Run virtual machings akors] CONtaners.

5  MNetworking Imstall OpenShift Data Foundation (B

= Persintent software-defined storage for hybrid applcations
& Hevorw and create

Integrate with wSphone )

Run workloads on control plane nodes (B
Infermaticn and warnings

il Manimum hardware requirements i@ Host not showing up?

L Al bootabbe disks will be formatted during installation

e) The web console prompts for a diagram for generating a Discovery I1SO image for provisioning the target node. For provisioning
bare metal, select Full image file.

Add host

) Generate a Discovery IS0 in order to add hosts te the chester.

Minimal image file: Provision with virtual media &

® Fullimage file: Prowvision with physical media &

55H public key (0

Dirag a file here or browse to upload Browse..  Clear

Paste the content of a public ssh key you want to use 1o connect 1o the hosts into
this fialdl Learm mans £

Configure cluster-wide proxy settings

If hosts are behind & finewall that requires the use of a proxy, provide additional
information about the prosy
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f)  Drag an SSH public key file or enter the contents of an SSH public key from the bastion node to access the target node later.
Then click Generate Discovery ISO. The web console embeds the SSH key into the Discovery ISO image.

Add host

) Generate a Discovery IS0 in arder to add hosts te the cluster.
Minimal image file: Provision with virtual media @
® Fullimage file: Provision with physical media @&

S5H public key (7

Drag a file here or browse to upload Browse.., Clear

ssh-ed25519
Aaaacan D . . o 71 oPPiMuZp72inid+ Oz
277RUZGOZNUL ampls - (D

Paste the content of a public ssh key you want to use 1o connect to the hosts into
this field, Learn m-:.'o[i_f

Configure cluster-wide proxy settings

If hosts are behind a firewall that requires the use of a proxy, provide additional
information about the prosy.

Generate Discovery ISO
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g) The web console prompts for the ISO URL or the wget command for downloading the Discovery ISO image.

Add host *

ﬂ' Discovery IS0 is ready to be downloaded

Adding hosts instructions

1. Download the Discovery ISO (onto a USE drive, attach it to
a virtual media, etc.) and use it to boot your hosts.

2. Keep the Discovery IS0 media connected to the device
throughout the installation process and set each host to
boot only one time from this device.

3. Booted hosts should appear in the host inventory table. This
may take a few minutes.

Discovery ISO URL
https:/api.openshift.com/api/assisted-images/images/54216... L]

Command to download the ISO:
wget -0 discovery_image_snoiso 'https;fapiopenshiftcom/. I

) Mever share your downloaded 150 with anyone else. Forwarding it
could put your credentials and personal data at risk.

Download Discovery ISO Close Edit ISO configuration

4. Prepare and download the Discovery ISO image for OCP 4.11.

$ wget -O discovery image ocp4.iso 'https://api.openshift.com/api/assisted-images/images/
[TOKEN1] ?arch=armé64&image token=[IMAGE TOKEN]&type=full-iso&version=4.11"

5. Review the target system’s status and execute the following commands to clean up the node with Red Hat Enterprise Linux CoreQS
Live CD. This step is optional but needed if your hardware has been used for other projects or provisioned with OS. Assume there
are six NVMe drives (1x M.2 for OS and 5x U.2 for data storage) per node.

a) Download the live CD.

$ wget "https://mirror.openshift.com/pub/openshift-v4/arm64/dependencies/rhcos/4.11/latest/
rhcos-4.11.0-aarch64-1ive.aarch64.iso"
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b) Mount the live CD with KVM on the BMC. Once the system is loaded, execute the following script to clean up the drives, and
then power off the system.

$ for DISK in "/dev/nvmeOnl" "/dev/nvmelnl" "/dev/nvme2nl" "/dev/nvme3nl" "/dev/nvme4nl" "/dev/
nvmebnl" ;
do echo S$DISK && \
sgdisk --zap-all S$DISK && \
dd if=/dev/zero of="$DISK" bs=1M count=100 oflag=direct,dsync && \
blkdiscard $DISK
done
$ poweroff

6. Mount the Discovery ISO image for OCP 4.11 with KVM on the BMC on the target node.
a) Click Browse File on the top right of the KVM browser.

@ CD Image: M{EH {0 KB) m
s EIDEO

b) The KVM dialog opens a dialog box to search for the target ISO image in a directory. Enter discovery_image_sno.iso.

@CDimage: browsaFite (0KB} [T
- l:-'lcm-ur:.-_m.@ o A u ﬂ

c) Click Start Media to mount the ISO image to the target node.

@ COImage: discovery_image_sno.iso (0 KB) m
. ErDee

7. Use the ipmitool SOL function to monitor the installation.

ipmitool -H [BMC IP address] -I lanplus -U [username] -P [password] sol activate
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8.

(] L ] CECF = prplab@enplah: Thealed: 1400 - Omsinads = 40 svpiab@ T WA 19 = 135004
P
]
]

:n‘ril-i <ESC» or «<DEL» to enter Setup, <TAB» to POST, «Fld» Display Bool Meny, <FlI» o Ketwork PXE Beot
FBICS Werafom @ FlBv (SCP: 7.94.29270368)
FSystem Prodect @ RITI-PIA-FB

fBMC version @ 12.58.88&

famc 1 @ 192.268.1.7

Checkpoint %8

jCheckpoint %0

jChackpoint 9A

ICheckpoint %C

FChackpoint B4

feheckpoint B4

Chackpoint BL

jEheckpoint B4

jChackpaint B4

ICheckpoint Ba

IChackpoint Ba

femeckpoint 98

Chackpoint Ba ]
Chackpoint B4

jEntering Setup...

[

When the node is loaded with Red Hat Enterprise Linux CoreOS (RHCOS) and is updating its status to http://cloud.redhat.com, the
Assisted Installer web page also shows the status for each phase on the cluster.
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If the Assisted Installer web page shows the host status as Insufficient, and its hostname as localhost.localdomain,

Host Irnentory
Haatra=g | uzte Slaten Dvecavered o0 [= T L) Total 1]
r o ] L Comtend plirer rezde, Virup (Bodtatag) b ticne  BTWIIR S0ETIPM U T55 ) el G T

i Chmber i reot ready yet
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click the link for Insufficient and change the hostname.

Insufficient *
3
This host does not meet the minimum hardware or networking requirements and will not be incheded in the
b chuster.
]
Hardware Faded £

£ Wegal hostmame
Thee Pt maewie bae alhcin? boer aboomaaen o Sorbedden

i Charga hostname

B

i Metwork Ready [}
Operators Ready &

Status updated a1 8/29/2022, 50851 PM

i T AR B RN I

DodTian Control plane node, Worker [bootsirap) A Inpglficien B20y 2002 SO PM -} PG00 GE

b) Change hostname as an FQDN for making the node ready. In this example, change the hostname to sno.ocp4.ampere.

c) The Assisted Installer page shows the host status as Ready with the proper hostname. Click Next to go to Step 4, Storage.
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d) The Storage page lists all storage devices. Select one of the storage devices as the boot drive for RHCOS, and then click Next.

e) The Networking page the network information as User-Managed Networking including the machine network. Click Next to go
to the next step.

Terdert ey by

i e
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f)  Review the Single Node OpenShift configuration, and then click Install cluster to start the Assisted Installation.

Install OpenShift with the Assisted Installer

1 Chuster detals Review and create

¢ Static network configurations »
9 Cluster address

1 Host deiconiiy OO0 AT
OpenShift version
4 Ehog
Sterage 418
5 Networking Stack type
1P
a Aeview and create

CPU architecture
armisd

Chester netwark CIDR
MUZBOONS

Chriter fummary

Fgaty 1

Coaes =8
Momary FoE 00 Gal
SRorage oG TR
CIm‘ber"aid.ttinﬂ!

S ANl valicda tions passed

Hest validations
S ANl valsdations pasded

Cluiter support level: Full
@ Your installed clustor will be Tfully supported

Back Cancel

g) The Assisted Installer page shows the status of the node as Preparing for installation and the role of “Control Plane node,
Worker (bootstrap)”.
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h) Click the Status link to view the step on which the Assisted Install is working.
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9. After approximately 35-63 minutes (depending on the Internet bandwidth), the Single Node OpenShift 4.11 is ready. The window
shows the OpenShift Web Console URL along with the username and password. It also provides a method to download your
kubeconfig file which is automatically deleted from the Assisted Installer service in 20 days.

Clateri * Asdisted Ouberi > Ao

Installation progress

Started an
B29/2022, G027 M

Status

Instaled on 8292002 G500 PM -]

I ———_—_ ]
o o

& Installation completed successlialy

Web Consale URL
et fecnsale-operahill-cansole bpas sno eepad anpeny (£
ﬂ Mot able to access the Web Corsole?

Username
bubademin

Passward

[ Domndoad kubaconfig

D Bowrload snd eave your kubsconfig file in 3 safe place. This fils will be sutomatically deleted from Assisted
Inataller’s servioe in 20 days.
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10. Access the OpenShift Console using the predefined URL https://console-openshift-console.apps.sno.ocp4.ampere or use kubectl or
oc with the kubeconfig file downloaded from http://cloud.redhat.com to access the Single Node OpenShift. The Nodes page shows
one nod with two roles

O & e B S T ST S p———— a o @2 G0

H & © ©

oy g e Sy St e P [ [T I . S e, g

There is one node in the cluster.

Deploying Rook Ceph Operator

1. Onthe bastion node, use git to pull Rook Ceph Operator v.1.10.0.

$ git clone --single-branch --branch v1.10.0 https://github.com/rook/rook.git
$ mv rook rook-1.10.0
$ cd rook-1.10.0/deploy/examples/
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2. Prepare a cluster.yaml for Single Node OpenShift Ceph.

$ cat << EOF > sno-cluster.yaml
kind: ConfigMap
apivVersion: vl
metadata:
name: rook-config-override
namespace: rook-ceph
data:
config: |
[global]
osd pool default size =1
apiVersion: ceph.rook.io/vl
kind: CephCluster
metadata:
name: rook-ceph
namespace: rook-ceph
spec:
cephVersion:
image: quay.io/ceph/ceph:v17.2.3
allowUnsupported: false
dataDirHostPath: /var/lib/rook
skipUpgradeChecks: false
continueUpgradeAfterChecksEvenIfNotHealthy: false
waitTimeoutForHealthyOSDInMinutes: 10
mon:
count: 1
allowMultiplePerNode: true
mgr:
count: 1
allowMultiplePerNode: true
modules:
- name: pg autoscaler
enabled: true
dashboard:
enabled: true
ssl: true
monitoring:
enabled: false
network:
connections:
encryption:
enabled: false
compression:
enabled: false
crashCollector:
disable: false
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cleanupPolicy:
confirmation: ""
sanitizeDisks:
method: quick
dataSource: zero
iteration: 1
allowUninstallWithVolumes: false
annotations:
labels:
resources:
removeOSDsIfOutAndSafeToRemove: false
priorityClassNames:
mon: system-node-critical
osd: system-node-critical
mgr: system-cluster-critical
storage:
useAllNodes: true
useAllDevices: true

devices:

- name: "nvmeOnl"

- name: "nvmelnl"

- name: "nvme2nl"

- name: "nvme3nl"

- name: "nvmednl"
config:

osdsPerDevice: "1"

onlyApplyOSDPlacement: false
disruptionManagement:
managePodBudgets: false
osdMaintenanceTimeout: 30
pgHealthCheckTimeout: 0O
manageMachineDisruptionBudgets: false
machineDisruptionBudgetNamespace: openshift-machine-api
healthCheck:
daemonHealth:
mon:
disabled: false
interval: 45s
osd:
disabled: false
interval: 60s
status:
disabled: false
interval: 60s
livenessProbe:
mon:
disabled: false
mgr:
disabled: false
osd:
disabled: false
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startupProbe:
mon :
disabled: false
mgr:
disabled: false
osd:
disabled: false

EOF

3.

Prepare StorageClass for single node OpenShift.

$ cat << EOF > sno-storageclass.yaml
apiVersion: ceph.rook.io/vl
kind: CephBlockPool
metadata:
name: replicapool
namespace: rook-ceph
spec:
failureDomain: host
replicated:
size: 1
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: rook-ceph-block
provisioner: rook-ceph.rbd.csi.ceph.com
parameters:
clusterID: rook-ceph
pool: replicapool
imageFormat: "2"
imageFeatures: layering

csi.storage.k8s.io/provisioner-secret-name: rook-csi-rbd-provisioner

csi.storage.k8s.io/provisioner-secret-namespace: rook-ceph

csi.storage.k8s.io/controller-expand-secret-name: rook-csi-rbd-provisioner

csi.storage.k8s.io/controller-expand-secret-namespace: rook-ceph

csi.storage.k8s.io/node-stage-secret-name: rook-csi-rbd-node

csi.storage.k8s.io/node-stage-secret-namespace: rook-ceph

csi.storage.k8s.io/fstype: exti
reclaimPolicy: Delete
allowVolumeExpansion: true

EOF
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4. Deploy CRDs, common, and operator yaml files.

oc create -f crds.yaml -f common.yaml
oc create -f operator-openshift.yaml
oc create —-f sno-cluster.yaml

oc create -f toolbox.yaml

oc create —-f sno-storageclass.yaml

v U r U Wy

oc create -f csi/rbd/snapshotclass.yaml

5. Set rook-ceph-block as the default StorageClass.

$ oc patch storageclass rook-ceph-block -p '{"metadata":
{"annotations":{"storageclass.kubernetes.io/is-default-class":"true"}}}"'

6. After a few minutes, the Ceph service is ready on the rook-ceph namespace.

Peomct roch-coph T Pl s, A e e o

BF Copimies * Py e T s o '

©
~ 02 @ © 6

2 0 9006

7. Since the rook Ceph tool was deployed, use the following commands to check the Ceph status and health details.

$ oc -n rook-ceph exec -it $(oc -n rook-ceph get pod -o name | egrep rook-ceph-tool ) -- ceph
status
$ oc -n rook-ceph exec -it $(oc -n rook-ceph get pod -o name | egrep rook-ceph-tool ) -- ceph

health detail
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8. Prepare a PVC yaml file for testing the Ceph service’s readiness.

$ cat << EOF > example-pvc.yaml
apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: example-pvc
labels:
app: example-app
spec:
accessModes:
- ReadWriteOnce
volumeMode: Filesystem
resources:
requests:
storage: 100Gi
storageClassName: rook-ceph-block

EOF

9. Run the following commands to verify Persistent Volume Claim.

$ oc project default
Now using project "default" on server "https://api.sno.ocpd.ampere:6443".

$ oc create -f example-pvc.yaml
persistentvolumeclaim/example-pvc created

$ oc get pvc

NAME STATUS VOLUME CAPACITY ACCESS MODES
STORAGECLASS AGE
example-pvc Bound pvc-46£05da5-alcb-4212-91b3-2525e8326676 100G1i RWO rook-

ceph-block 10s
$ oc delete -f example-pvc.yaml
persistentvolumeclaim "example-pvc" deleted

10. The Single Node OpenShift is ready for running workloads.
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Document Issue 1.00 Ampere Computing Proprietary 19



A Deploying Red Hat OpenShift 4.11 as Single Node OpenShift for Edge Computing — Getting Started Guide

AMPERE.

November 7, 2022

Ampere Computing reserves the right to change or discontinue this product without notice.

While the information contained herein is believed to be accurate, such information is preliminary, and should not be relied upon for
accuracy or completeness, and no representations or warranties of accuracy or completeness are made.

The information contained in this document is subject to change or withdrawal at any time without notice and is being provided on an
“AS IS” basis without warranty or indemnity of any kind, whether express or implied, including without limitation, the implied
warranties of non-infringement, merchantability, or fitness for a particular purpose.

Any products, services, or programs discussed in this document are sold or licensed under Ampere Computing’s standard terms and
conditions, copies of which may be obtained from your local Ampere Computing representative. Nothing in this document shall operate
as an express or implied license or indemnity under the intellectual property rights of Ampere Computing or third parties.

Without limiting the generality of the foregoing, any performance data contained in this document was determined in a specific or
controlled environment and not submitted to any formal Ampere Computing test. Therefore, the results obtained in other operating

environments may vary significantly. Under no circumstances will Ampere Computing be liable for any damages whatsoever arising out
of or resulting from any use of the document or the information contained herein.

AMPERE.

Ampere Computing
4655 Great America Parkway, Santa Clara, CA 95054
Phone: (669) 770-3700
https://www.amperecomputing.com

Ampere Computing reserves the right to make changes to its products, its datasheets, or related documentation, without notice and
warrants its products solely pursuant to its terms and conditions of sale, only to substantially comply with the latest available datasheet.

Ampere, Ampere Computing, the Ampere Computing and ‘A’ logos, and Altra are registered trademarks of Ampere Computing.

Arm is a registered trademark of Arm Limited (or its subsidiaries) in the US and/or elsewhere. All other trademarks are the property of
their respective holders.

Copyright © 2022 Ampere Computing. All rights reserved.
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